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To give you an understanding of
Smart Grid developments in
Ireland and the role of enhanced
communications capability







Direction and Future Requirements
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MV & HV 99% observed
« 760 Substations

« 100,000+km

« 10,000 line sensors

LV 99% unobserved
252,276 Substations
92,326km

100+ sensors
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Innovation Driving Requirement for New Communications
Solutions
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How Critical are these Applications?? &g rerwors
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Storage solutions
Asset management

Sensors....
....many more

Application Criticality
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Privately Owned Vs Public Operator TFY NeTworks

Licensed Licensed Licence
Private Public Exempt
Network Network Solution
UHF/VHF technologies GPRS/2G Narrow Band
Microwave radio 3G/4G(LTE)/5G Techn.ologles...
: _ SigFox
Narrowband Satellite Satellite broadband si .
CDMA e IlverSpring
: : LoRa
Proprietary radio L oRa

solutions
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Regulation

Financial Technology
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Frequency ITU Allocation and Eurcpean Common Mational Usage Mational and European | Relewant CEPT Notes
Band Footnotes applicable to Allecation Legislation Decisions and
{MHz) Ireland Recommendations
[Business Radio Licence) 02/02R and DBIDER (as
Fegulations 1848 as renised)
amended
Land mobids: PMR 448 Maticnal Legislation: ECC/DECH15)05
[446-246.1 MHz) 5093 of 1993
Digital PMR44a (243.1- Maticnal Legislation: ECC/DECH15)05
446.2 MHz) 5.0 180 of 2006
Radiolocation Radiclocation
Short Range Devices Maticnal Legislation: ERC/REC T0-03 See ComReg document
5.0 405 of 2002 O2TIR (as revised)
5.1, 180 of 2006
5286 EUH
450 - 255 FIXED
MOBILE MOBILE Land mobde (PMR LHF Mational Legislation: ECC/DECNDE)DE See documents 00/07aR
band} and Community Wiredess Tel ¥ ECC/DECHD4)DE and BVI7R {as revised)
repeaters [Business o Licence) | Recommendation 02/02R and OBMDER (as
Regulations 1848 as TiR 25-08 rewised) D2M03R
amended.
50435 of 2002
5.0 83 of 1983
5200 5280 5.290A EUH
455 - 456 FIXED
MOBILE MOBILE Land mobide: PMR LUHF Mational Llaé?is-latinn: EC&'DEQ‘{GE:ME See documents 00/07aR
band, digital land mobde | Wiredess Telegraphy ECC/DECH D4 D6 and 00VO7R {as revised)
cavil [Business Radio Licence) | Recommendation 02/02R and DBMDER (as
Regulations 1840 as T/R 25-08 rewised) D212R
amended.

5.1.435 of 2002
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Commission for
Communications Regulation
B,

[/

Consultation on Proposed Release of
the 410-415.5 / 420-425.5 MHz sub-
band

3.114 ComReg has now procured technical services to examine in detail the potential
uses of the 400 MHz band and the likely spectrum requirements of same. In
addition, independent economic and spectrum award design services have
been procured which will inform ComReg's further consultation, currently
expected to be published in the latter part of 2018.
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Main ObjeCtiveS —~~W NETWORKS

* Prove technology for carrying applications such as:
« RTU (IEC 101 & 104)

» Distribution Automation
« Fault Passage Indicators
« Power Quality Meters

« MV substation monitoring etc

« Understand the impact of a full network rollout in terms of:
» Deployment resources (WAN)
« Support resources (Operations, TOC etc)

« Technical requirements (Physical, WAN Network / Backhaul, Security etc)

« Financial (PRx, Contract, etc)

esbnetworks.ie
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Switching
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main unit
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Pole-mounted
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Pole-mounted
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Substation Security Architecture

Mechanism added to
Prevent uboot

changes SNMPv3
=i
802.1x used AAA
to authenticate - - -l
host machines —
Logs/events for DMVEN can
IEC 101 U"““th"é::l‘gj $SH and HTTP(s) RADIUS/TACACS be used
Application ﬂ[:h[‘ESS, A ports changed from For user
Firewall support change etc. default values authentication and
. RBAC AAA, SNMP, DNS, NTP
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¥.509 certs for
HTTPS and IPSec -
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List update
Option for [ HTTP= 1]
manufacturing

installed certs to be
used for secure
activations
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SupplemeTaER

ALY EDLY,

1. Equipment
shipment 1 Phase 1 I
2. LLD design

1. Hardware

installation
2. Basic train and Phase 2

equipment
hardware/software 1. Filed Test survey
adjusting 2. Hardware installation
3. Interface and IP for the Filed 1. Technical evaluation,
plan 3. Filed Test approval of business
4. Lab Test 4. Result review and case, acquire
5. Result review and supplementary test spectrum

confirmation
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